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Abstract 
 

A new generation of high-scale sensor networks suitable for a range of enterprise application is thriving 
by current advancements in electronics. In this work, we proposed a mechanism for securing data 
generation in a wireless sensor network. Wireless sensor networks (WSNs) are networks that provide a 
virtual layer where the information about the physical world can be accessed by any computational 
system. WSNs are made up of nodes from a few to several hundreds or even thousands where each node 
is connected to one or several sensors. The data generated can be easily compromised by an attacker if 
adequate security measures are not taken. Access and Authorization to the sensory data should be given 
to authorized users with the right attributes if data integrity and authentication (in a fine-grained manner) 
should be maintained. The increased security of the proposed system is achieved by the increased in the 
key size above the existing system. Achieving secure fine-grained access control policy over security 
challenges like sensor node compromise, accessibility of users to sensor nodes, data privacy, and 
protection of components on WSNs need a secure system that can precisely specify what the users can 
access, where and when to access any data at a particular time in the network.  

Review Article 
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1 Introduction 
 
Effective and efficient design and implementation of wireless sensor networks has attracted the attention of 
researchers in recent years because of the large potentials of sensor networks to enable applications that 
connect the physical world to the virtual world. By networking large number of tiny sensor nodes, it is 
possible to obtain data about the physical occurrences that was difficult or impossible to obtain in the 
conventional ways. WSNs consist of a large number of sensor nodes that can be easily deployed to various 
territories of interest to sense the physical environment, process or transmit the sensed data. The potential 
applications for large-scale wireless sensor networks exist in wide range of fields, including military 
domains, health sector, weather forecast, surveillance, home security and industrial monitoring [1-4]. 
 
The challenges in the hierarchy of detecting the relevant quantities, monitoring and collecting the data, 
accessing and evaluating the information, formulating meaningful user displays, and performing decision-
making and alarm functions are numerous. The information needed by smart environments is provided by 
distributed wireless sensor network, which are responsible for sensing as well as for first stages of the 
processing hierarchy [5]. 
 
The basic components of a node are a sensor unit, an ADC (Analog to Digital converter), a CPU (Central 
Processing Unit), a power units and a communication unit. Sensor nodes are micro-electro-mechanical 
system [6] (MEMS) that produce a measurable response to a change in some physical condition like 
temperature and pressure.  
 
There is not only ADC as basic components of a node. Nowadays, there are new high accuracy measurement 
methods and sensors which are much faster than ADC, such as: AT-cut quart crystal sensing devices and 
Temperature-Compensated Capacitance-Frequency Converter wit High Resolution [7,8] Sensor nodes sense 
or measure physical data of the area to be monitored. The continual analog signal sensed by the sensor is 
digitalized by an analog-to-digital converter and sent to controller for further processing. Sensor nodes are 
very small in size, consume extremely low energy. Each sensor node has a certain area of coverage for 
which it can reliably and accurately report the particular quantity that it is observing [9]. The attractive 
features of the wireless sensor networks attracted many researchers to work on various issues related to this 
type of networks. However, while the routing strategies and wireless sensor network modelling are getting 
much preference, the security issues are yet to receive extensive focus. 
 
There are not only large number of sensor device, as well as complete devices such as humidity chamber 
which is remote controlled and is constructed for sending and getting information, and where the security 
strategies are very important [10]. 
 
The remainder of the paper is organized as follows. In section 2, we give a background into security in 
wireless sensor networks and its implications, looked into the existing works of other authors so as to be 
guided well in our own analysis and design. In section 3, an overview of the proposed system is presented. 
While section 4 highlights the presentation and the discussion of the results. 
 

2 Review of Related Works 
 
Security is sometimes viewed as a standalone component of a system’s architecture, where a separate 
module provides security. This separation is however a defective approach to network security. To achieve a 
secure system, security must be integrated into every component of the system designed because without 
security, the system can become a point of attack.  
 
In WSNs, there are many attacks that can halt the services, such as confidentiality, availability, integrity, and 
authenticity e. These security services can be protected in WSNs by using security mechanisms which are 
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essential to provide the required security attributes in WSNs. An access control mechanism is regarded as 
one of the security mechanisms to prevent authorized users in WSNs where different users may have 
different privilege to access database on their role [11-13].  
 
The nature of communication in WSNs makes it vulnerable to various attach for lacks of infrastructure and 
uncontrolled environment. Such attacks can be passive or active attack. The monitoring and listening to 
communication channels by unauthorized and malicious users are regarded as passive attacks. Sensor nodes 
can sense and collect data from the environments in WSNs: as a result, the networks become vulnerable to 
potential abuse of these data resources [14].  
 
In active attack, adversaries can monitor, listen and modify data streams in communication channels in the 
sensor nodes. They can use wireless devices which are vulnerable to many attacks, because of the nature of 
the communication links that are unprotected in the environment. Therefore, it becomes imperative to 
analyze what need to be protected against which threats and how these attacks can be detected and 
prevented.  The security aims of WSNs are the same as other network technologies [15].  
 
Most of the access control models in WSNs are to provide data privacy and data confidentiality in the 
network. The privacy of users and sensor nodes has received less attention in most reviewed literature. The 
major aim of most users in user privacy is to hide their ID and other information relevant to them so that no 
user in the network would know their ID, except the trusted authority and the users himself. The PRICCESS 
model is related to RBAC and it was form by [9] and presented under users’ privacy-preserving access 
control because its provide privacy for users in WSNs.  
 
Distributed privacy-preserving access control (DP2AC) was proposed by [16] where the owner of the sensor 
network generates the token using a blind signature. Users need to buy tokens from the network owner 
before entering the sensor network. The tokens can be verified by any sensor node in the network, but no one 
can tell the identity of the token holder, including the network owner. There is no relationship between user 
identities and tokens, so privacy preservation for users is achieved. Once the token is validated by a sensor 
node, it provides the user with a certain amount of requested data, which is equivalent to the denomination 
of the token. The main objective of the proposed DP2AC model is that the network owner can prevent 
unauthorized access to sensed data, while users can protect their data access privacy.  
 
However, a recent study [17] pointed out that DP2AC is not fine-grained access control, because each 
anonymous user has the same access privileges. Furthermore, the network user cannot sign query command, 
because of the blind signature. As a result, the adversary can easily intercept the tokens and impersonate 
authorized users to access data at the sensor nodes. The disadvantage of using tokens in a WSN is that the 
sensor nodes need more storage for the token detection mechanism. All of the used tokens have to be 
recorded and stored in the sensor nodes to prevent the tokens being reused by malicious and unauthorized 
users [18].  
 
Shah and Rabacy [9] proposed the PRICCESS protocol for WSNs. The main contribution to the research 
community of this protocol is that it provides user privacy-preserving distributed access control in a single-
owner multi-user sensor network. A ring signature is used to protect the anonymity of users by using a group 
ID and group signature. Each group of users has different access privileges, IDs and keys for signature. 
Users have to activate their information with a network controller to receive the group ID and keys for data 
access. Users with the same access privileges are likely to be put in the same group by the network 
controller. The major disadvantage of using ring signature is that the overhead of signature becomes large 
when there is a large number of user groups in the network and the classification of users were not well 
explanatory i.e. users cannot be classified based on their access privilege [7]. 
 
Bell and Lapadula [19] security model is a state machine model designed for capturing the confidential 
aspects of access control. It addresses security policy goal of preventing from unauthorized disclosure and 
delimitation of information and also prevents information flowing downwards from the higher security level 
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to a low security level, meaning that data are assigned a security level and the mode of access granted 
depends on this level and level of the subject.  
 
Del-Valle-Soto [20] proposed a security infrastructure for wireless sensor networks that is reactive to 
attacks. The model was tested under ordinary (without attacks) conditions (and combinations) and when it is 
subject to different types of jamming attacks (in particular, random and reactive jamming attacks), 
considering several positions for the jammer. There were no proactive components of the proposed model 
that could counter potential threats such as unauthorized users and every attempt to break into the system. 
 
2.1 Attacks in wireless sensor networks 
 
Wireless sensor networks are designed to gather information from the physical phenomenon. But in mission 
critical applications, there are high attempts by the unauthorized users to attack the central database. [21] 
summarized some of these attacks to include: 
 
2.1.1 Denial of service (DoS) 
 
Denial of Service (DoS) is produced by sudden and unintentional failure of nodes or malicious action. The 
simplest DoS attack attempts to exhaust the resources available to the attacked node, by sending excess 
unnecessary packets and thus prevent legitimate network users from accessing services or resources they are 
legally entitled to. DoS attack is meant not only for the adversary to halt the network, but also to prevent any 
event that diminishes a network’s capability to provide a service. 
 
2.1.2 Attacks on information in transit 
 
In a sensor network, sensors monitor the changes of specific parameters in the target field and report the 
sensory data to the processing node according to the requirement. While sending the report, the transmitted 
information may be altered, spoofed, replay previously heard packets and many more. Sensor nodes 
typically have short range of transmission and scarce resource, an attacker with high processing power and 
larger communication range could attack several sensors at the same time to interrupt, intercept or modify 
the actual information during transmission to the sink node 
 
2.1.3 Sybil attack 
 
In many cases, the sensors in a wireless sensor network would need to collaborate together to accomplish a 
task, hence they can use distribution of subtasks and redundancy of information. In such a situation, a node 
can disguise to be more than one node using the identities of other legitimate nodes in the network. This type 
of attack where a node forges the identities of more than one node is called Sybil attack [22]. Basically, any 
peer-to-peer network (especially wireless ad hoc networks) is vulnerable to sybil attack. However, this attack 
can be prevented using some efficient protocols at the communication layer of WSNs. 
 
2.1.4 Blackhole/Sinknode attack 
 
In this attack, a malicious node presents itself as a black-hole to attract all the traffic in the sensor network. 
Basically, in a flooding based model, the attacker listens to requests for routes then replies to the target 
nodes that contains the high quality or shortest path to the sink node. Once the malicious node is able to 
insert itself between the communicating entities (that is, the sink and sensor nodes), it is able to do anything 
with the transmitting packets between them. 
 
2.1.5 Hello flood attack 
 
Hello Flood Attack was introduced in the work of [23]. This attack uses HELLO packets as a strategy to 
convince the nodes in WSN. In this type of attack, an attacker with a high radio transmission range and 
processing power sends HELLO message to a number of sensor nodes which are dispersed in a target region 
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within a WSN. The sensors tend to believe that the adversary is their neighbour. As a consequence, while 
sending the information to the sink node, the attacked nodes try to go through the attacker as they know that 
it is their neighbour and are ultimately spoofed by the attacker. 
 
2.1.6 Wormhole attack 
 
Wormhole attack is a critical attack in which the attacker records the packets at one location in the network 
and retransmits it to another location within the network. The tunnelling or retransmitting of bits could be 
done selectively. Wormhole attack is a significant threat to wireless sensor networks, because this type of 
attack does not require compromising a sensor in the network rather, it could be performed even at the initial 
phase when the sensors start to discover the neighbouring information. 
 

3 System Model 
 
WSNs architecture can be arranged or organized in two different forms: hierarchical and distributed form as 
show in Fig. 3.1.  
 

 
 

Fig. 3.1. Network architecture: Hierarchical and distributed WSNs 
 
In hierarchical WSNs as shown in Fig. 3.1(a), there is hierarchy among the nodes based on their capacities, 
base stations, sensor nodes and cluster head-node with better resources which may be used to collect and 
merge local traffic and send it to Base Stations (BSs). Transmission power of a BS is usually enough to 
reach all sensor nodes, but sensor nodes depend on the ad hoc communication to reach base station (BS). 
Thus the data flow in such network can either be unicast, multicast and broadcast from the BS to the sensor 
nodes [1,23].  
 
In Distributed WSNs, shown in Fig. 3.1(b), there is no fixed infrastructure, and network topology is not 
known prior to deployment. Sensor nodes are usually randomly scattered all over the target area or 
environment. Once they are deployed, each sensor node scans its radio coverage area to figure out its 
neighbors. The occurrence of data flow in distributed WSN is as it happens in hierarchical WSNs with a 
different that broadcast can be sent by every sensor nodes. 
 
As a result of the increasing cases of the activities of unauthorized users like hackers and malicious user on 
enterprise networks, the security of information, data storage and data access is critical in developing any 
secure systems. The goal of every encryption algorithm is to make it as difficult as possible to decrypt the 
generated cipher text without using the key. 
 
The popular encryption method for data storage in WSNs is Attribute Based Encryption (ABE). ABE-based 
encryption as described by [24] is relative to other public key encryption methods because of its high 
promising approach to realize fine-grained access control in WSN. Data in the sensor nodes are encrypted 
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using attribute and keys from the trusted authorities. Access is given to user with the right access structure 
that matches the attributes and keys from the sensor nodes. 
 
The ABE scheme consist of four major algorithms namely: 
 

a. Setup algorithm: the system parameters are chosen by the key attribute authority and threshold is 
determine to produces the following public parameters: 

 

T� =  g�� ,  T� =  g	
 , … ,  T�,  Y = e (g, g)�              (1) 
 

Where (t�,t�,, …,t�, y) are the master secret key, while T� ∈ G� and t� ∈  Z�. 
 
�� and �� are cyclic groups, q is a prime power, T is sender and ��, ��, are the generator of the group �� 
and �� respectively. 
 

b. Key Generation Algorithm: The server generates secret keys for the users, depending on the set of 
attributes it has and the group it belongs. It takes groups ��and��, the threshold parameter d, the 
set of attributes that a user has as input and outputs the secret keys.  
 
SK = (���, ���, . . . , SKn-1)                  (2) 

 
c. Encryption Algorithm: The server generates public keys and encrypts the message using its public 

keys. 
 
  ′ = (!", C = #$%, {&'=('

%} i ∈!"    )                               (3) 
 
While C′ is an output ciphertext, C is an input ciphertext, Bn is a set of attributes it has, M is a 
message and E is the stage during the implementation. 

d. Decryption Algorithm: This algorithm enables a user with valid set of attributes to decrypt the 
message. The decryption process is performed at each node. It takes as input the ciphertext C, the 
group �� and the parameters that a receiving user has and outputs the message M. 

 

3.1 Access control policies 
 
Access control is also concerned with determining the allowed activities of legitimate users, mediating every 
attempt by a user to access resources in the system or network. A given Information Technology (IT) 
infrastructure can implement access control systems in many places and at different level. Operating system 
uses access control to protect the resources of a computer system likewise database management systems 
apply access control to regulate access to tables and fields in the database. This restriction can either be 
informed of physical access control, mechanical access control or electronics access control [2,3].  
 

Access control policies may be application-specific which are taken into consideration by the application 
vendor. Policies may pertain to resources usage within or across organization units or may be based on the 
need-to-know competence, authority, obligation, or conflict-of-interest factors. Although, there are many 
well-known access control policies such as fine-grained access control policy and coarse grained-access 
control policy. In fine-grained access control, policies are applied to network, information system or all 
authorized users in order to access a particular data on the network. It is also a kind of mechanism for 
deploying transparent security policies on a network or a strategy that state what type of data users can 
access with their various security levels. However, when using fine-grained access control, it creates security 
policy functions that are attached to the network based on the application which ensure that, the right 
statement implement the correct access control and also ensure that the same security is enforced no matter 
how a user accesses the data [25]. 
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Access control mechanism requires that security attributes be kept about users and resources. Resources 
attribute can take a wide variety of form such as resources that carry sensitivity label, types, on access 
control lists. In determining the user’s ability to perform operations on resources, access control mechanisms 
compare the user’s security attributes to those of the resources. In achieving more secure fine-grained access 
control, the security label of the users must be greater than or equal to the security level of the resources for 
the user to read the content of the resources because the application will be compromised if the access 
control is not properly enforced.   
 
For example, having four classes of subjects where users are grouped according to ranks in military order as 
shown below: 
 

��= { ��, �*�, �#+,, �!-,}                                (4) 
 

�� ={�./0, �*./0, �*12+, �.34, �*'54,}                  (5)  
 

�6 = { ��"70'854 , �19/, �9/:, �;;,4, �;,4,}                  (6) 
 

�< = {�-/:, �0./-3, �./-3}                    (7) 
 
The subjects categories can be grouped together to form a general class given as: S= {��, ��, �6, �=,} in 
which �� ,> ��, > �6 , > �< . This shows that group S1 is the highest ranking in the classes of subjects, 
follows by �� down to the least.  
 
The objects are the encrypted information or data pre-deployed to all the nodes which are categorized as O= 
{ ?4;, ?;, ?., ?@.,} where O stands for the object and the subscripts are the security classification level 
ranging from top secret to the least. That is, Top secret (ts), Secret (s), Confidential (c) and Unclassified (uc). 
 
The access policies are formed from the subject and the object class. Let O be a Universal set and L1 to L4 be 
the level at which each subject can operate in the network, that is; 
 

?*� = {?4;, ?A, BC, B@C,}                    (8) 
 

OL2 = {BA, BC, B@C,}                    (9) 
 

OL3 = {BC, OEF}                   (10) 
 

OL4 = {OEF}                   (11) 
 
In view of these, S� →  OI�, S�  →  OI�, SJ  →  OIJ, S=  →  OI=, this means that for a subject to be able to 
encrypt an object, the subject must belong to the group list that had registered with the network administrator 
based on its attributes 
 
Let Sn denotes all subjects classes where (n ∈ {1, … , 4}) and Oy denotes all the object classes Oy where (y 
∈ {ts, s, c, uc}). Assuming there is a direct mapping between the member of n and y, this implies that every 
member of n takes a corresponding value of y. So,   
 
Sn combined with Oy to give the following occurrences: 
 

Sn: Oy→ S�OI� 
Sn: Oy→ S�OI� 
Sn: Oy→ SJOIJ 
Sn: Oy→ S=OI= 

 

Therefore,  A = {
S TUU V ⊄VX  YZ

� �UU V⊂ VXYZ∈{�	\,�\,JF,=EF}
                 (12) 
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Where A is an access  
 
 S =subject 
 Sn = subject Class 
 Oy = Objects class 
 

4 Results and Discussion 
 
The proposed model was implemented and simulated in Java programming language. The Java Virtual 
Machine was used for the creation of the virtual nodes of the wireless networks. The security analysis of the 
system was carried out based on some of the standard security services that are implemented in any security 
oriented-settings. Table 4.1 show the execution summary of our system where the data size and the response 
time vary irrespective of the key size. For example, when the data size of a parameter node is 5, it consumed 
a response time of 0.5 seconds. Here, we considered the execution time for establishing secure channels 
between the network users and senor nodes. The execution time measures the time duration for each 
operation. 
 

4.1 Security analysis   
 
Some of the basic security services evaluated are;  
 

I. User Authentication:  user authentication needs to be enforced for sensor data in WSNs so that the 
sensory information would not be accessed by unauthorized entities. Therefore, the network owner 
enforces strict access control on the Data. 
Through the registration procedure, administrator and network users are given the interface to sign 
up. That is to create an account before access can be granted to the information in the system. If 
sign up is successful, then the user is directed to the home page for completion of profile. The 
information supplied at this stage is encrypted in such a way that it cannot be edited. This ensures 
adequate security of the information supplied by the users to the administrator. The confidentiality 
of the information supplied is guaranteed. 

II.  Access Control: The design provides a strategy that specified the capability of different kinds of 
users to access the sensor data with different types of security level. The master key of the key 
sequence in each stage is encrypted under a certain set of attributes. Without the master key, the 
adversary is not able to derive the data encryption keys due to the one-wayness of the key chain, 
which is guarantee by attribute based encryption. Therefore, the scheme is able to control the 
accessibility of sensor data to only authorized users.  

III.  Integrity Protection of Query Command: The adversary may try to modify the query command 
constructed by a user, and a secure access control method is put in place to support the integrity 
protection of the query command. On the system, the Attribute Based Encryption is implemented in 
the system with each private key associated with an access structure or policy that specifies which 
type of cyphertexts the key can decrypt. A user is able to decrypt a cyphertext if and only if the 
attributes associated with a cyphertext satisfy the key’s access structure or policy. 

IV.  Node Compromise Tolerance: In this design, it shows that compromising a sensor node does not 
disclose the sensor data generated before the sensor was compromised. This is because only the 
public key of the network owner and the group access list pool are pre-loaded on every node. 
Therefore, even if an adversary compromises some nodes without the private key of a network user, 
the adversary cannot imitate any network user by compromising nodes meaning that, compromising 
one sensor node does not give the adversary the advantages to obtain data generated by other sensor 
nodes. This is easily achieved since each sensor encrypts data independently.  

V. Limit of Access Privileges: this is achievable when the network owner is able to restrict each 
network user’s activities by grouping users based on their access level. Based on this, each user has 
a limit at which they can access according to their access privilege. Base on this, users are grouped 
in range from least to highest in the order of military force. 
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VI.  Revocation: user revocation simply means that the users’ service subscription is expired, the user is 
compromised or the user changes to a different group intentionally. This provides a time limit for 
every user on the system, when the user’s time expired, the system logouts automatically. 

 
Encryption and decryption processes must take place before any network security operations can be 
considered successful. The work of [3] used execution time where the authors did not actually specify 
whether the execution time was taken during encryption or decryption processes. The study was based on the 
assumption that members in a group were chosen to generate the key, as the group increases, response time 
also increases, that is, the larger the group, the higher the response time which is not effective and efficient 
for any mission critical application or system. The major metrics considered in this work include the 
response time and the key sizes used on 64 bits operating system. Table 4.1 show the generated values based 
on our metrics for both the encryption and decryption processes. 
 

Table 4.1 (a) Encryption process (b) Decryption process 
 

Data 
(kb)   

Response 
time (s) 

Key sizes 
 160 192 

 5 0.5 160 192 
12 0.8 160 192 
15 0.10 160 192 
20 0.12 160 192 
25 0.16 160 192 
30 0.20 160 192 
34 0.24 160 192 
38 0.30 160 192 

 

Data  Response 
time (s) 

Key sizes 
260 292 

5 0.50 260 292 
12 1.00 260 292 
15 1.20 260 292 
20 1.22 260 292 
25 1.24 260 292 
30 1.28 260 292 
34 1.32 260 292 
38 1.38 260 292 

 

 
Figs. 4.2 and 4.3 show the graphical representation of the result. In Fig. 4.2, as the encrypted data increases, 
there is higher response time. However, in Fig. 4.3, there is increase in response time as the data increase but 
the stability of the system response time goes along with the data which make the system more secure, 
efficient and accurate. 
 

 
 

Fig. 4.2. Graphical representation of Table 4.1(a) 
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Fig. 4.3. Graphical representation of Table 4.1(b) 
 

5 Conclusion  
 
The study appraised some important issues on fine-grained access control, WSNs attacks, and various 
security models that enable network owners to achieve a secure access control on WSNs. The design of 
access control policies in any WSNs must satisfy the following: Confidentiality, integrity of the data, 
authorization, authentication, efficient, scalability and reliability. The adoption of PRICCESS protocol 
model enables us to achieved user privacy in the network, Bell and Lapadula model was also adapted to 
group both the users (subjects) and the objects. The combination of these models in the network provides a 
valid and a well secured access control on the network. High performance and security level of the proposed 
model was achieved by the increased in the key size above the existing model during the encryption and 
decryption processes.  The security analysis and the requirements show that our approach is feasible for real-
time systems  
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